



SYLLABUS
The spring  semester of the 2025-2026 academic year
Educational program : 7M06104 Computer Science
7M06301 - Information Security Systems 


	ID and name of the discipline
	Independent work of a master 
student (IWMS)
	Number of credits
	Total
number of credits
	Independent work of a master student
 under the guidance of a teacher (IWMST) 


	
	
	Lectures (L)
	Practice. lessons (PL)
	Lab classes (LC)
	
	

	12512
Foreign language (professional)
	4 (IWMS)
	-
	5
	-
	5
	       6  (IWMST)

	ACADEMIC INFORMATION ABOUT THE DISCIPLINE

	The training format
	Cycle,
module 
сomponent
	Types of lectures
	Types of practical training
	The form and platform
of the final control

	Offline
	(CD) Core discipline.
M1: Module of the history and Philosophy of science.
 (UC) University component.

	
	Trainings, discussions, presentations, brainstorming, case study technology, round table, situational tasks, etc.
	Written  exam (offline)

	Lecturer 
	Muldabekova K.T.
	

	e-mail:
	kamshat11@mail.ru
	

	Mobile:
	+7015953111
	

	                                                    ACADEMIC PRESENTATION OF THE DISCIPLINE

	The purpose of the discipline
	Expected learning outcomes  

As a result of studying the discipline, the student will be able to:
	Indicators of achievement

	The purpose of the discipline is to form practical skills in various types of speech activity in a foreign language. The training course builds the ability to perceive, understand and translate information in the modern global space, participate in scientific events to test their own research. The discipline is aimed at improving competencies in accordance with international standards of foreign language education
	1.  Listening comprehension:
to understand authentic speech of a general, professional and scientific nature.
	1.1 Determines the content of the listened text.

	
	
	1.2 Extracts information from the listened text.

	
	2.  Reading:
reads and translates authentic texts on the specialty in a foreign language, as well as extract the necessary information from the reading of a scientific text.
	2.1 Student knows the basics of translating a scientific text in a foreign language.

	
	
	2.2 Analyzes the information of reading.

	
	3. Speaking:
applies professional vocabulary and terminology necessary for effective communication in a professional environment within the framework of your specialty.
	3.1 Uses business vocabulary to maintain a conversation on a professional and scientific topic.

	
	
	3.2 Student makes presentations, reports, presentations, and reviews on various scientific and professional topics.

	
	4.  Writing:
to compose written texts of an informative nature (message, report, review, scientific and technical documentation); to annotate texts on the profile of the specialty and on research topics;
it is correct and logical to formalize your thoughts in writing.
	4.1 Annotates the literature on the specialty in English in order to obtain professional information.

	
	
	4.2 Performs written translation of texts of a specialty and scientific nature.

	
	5. Prepares presentations and project work in a foreign language.
	5.1 Speaks the necessary vocabulary to defend presentations and projects in a foreign language.

	
	
	5.2. Has skills in working with multimedia tools and applications in a foreign language (Multitran, Reverso Context, etc.)

	
Pre-requisites
	"Foreign language" in the 1st year of the Bachelor's degree

	Post-requirements
	Undergraduates can apply the acquired knowledge in professional written and oral communication, as well as to obtain a Ph.D. degree.

	
Educational 
resources
	
List of recommended sources.

Main literature:

1.Rongmao Chen, Robert H. Deng, Moti Yung (ред.) — Information Security and Cryptology: 21st International Conference, Inscrypt 2025.
2 Dusko Pavlovic & Peter‑Michael Seidel — Security Science (SecSci), Basic Concepts and Mathematical Foundations (2025)
3. Stuart J. Russell & Peter Norvig — Artificial Intelligence: A Modern Approach (4‑е изд., 2020)
4. Routledge (разные авторы) — Computer Science Textbook Series (выпуски 2025)
5. Tiffany Timbers, Trevor Campbell, Melissa Lee — Data Science: A First Introduction (2024)
6. Artificial Intelligence: A Textbook — Charu C. Aggarwal 2021.

Additional literature:

1.Jack Dougherty & Ilya Ilyankou — Hands‑On Data Visualization (2021) 
2. Empire of AI: Dreams and Nightmares in Sam Altman’s OpenAI — Karen Hao 2025.
3. Introduction to AI Safety, Ethics, and Society — Dan Hendrycks 2024.

Online resources:

1.www.softwaresuggest.com What is Educational Management:Types,Importance and Benefits.
2. eprints.um.edu.myTheories of Educational Management and leadership.
3.  MOOC: Academic Writing: The Structure of a Research Paper. On the platform open.kaznu.kz. 
4. https://www.ebooks.com › en-us
5. http://dictionary.cambridge.org





	Academic policy of the discipline
	The academic policy of the discipline is determined by the Academic Policy and the Policy of Academic Integrity of the Al-Farabi Kazakh National University. 
The documents are available on the main page IS University.
Integration of science and education. The research work of students, undergraduates and doctoral students is a deepening of the educational process. It is organized directly at departments, laboratories, scientific and design departments of the university, in student scientific and technical associations. The independent work of students at all levels of education is aimed at developing research skills and competencies based on obtaining new knowledge using modern research and information technologies. The teacher of the research university integrates the results of scientific activity into the topics of lectures and seminars (practical) classes, laboratory classes and tasks of the IWMST, (IWMS), which are reflected in the syllabus and are responsible for the relevance of the topics of training sessions and assignments.
Attendance. The deadline for each task is indicated in the calendar (schedule) for the implementation of the content of the discipline. Failure to meet deadlines leads to the loss of points.
Academic integrity. Practical/laboratory classes, IWMS develops  students' independence, critical thinking, and creativity. Plagiarism, forgery, the use of cheat sheets, cheating at all stages of completing tasks are unacceptable.
In addition to the basic policies, the observance of academic integrity during theoretical training and exams is regulated by the "Rules for conducting final control", "Instructions for conducting final control of the autumn/spring semester of the current academic year", "Regulations on checking text documents of students for the presence of borrowings".
The documents are available on the main page IS University.
Basic principles of inclusive education. 
The educational environment of the university is designed as a safe place where is always support and equal treatment from the teacher to all students and students to each other, regardless of gender, race/ethnicity, religious beliefs, socio-economic status, physical health of the student, etc. All people need the support and friendship of peers and fellow students. For all students, making progress is more about what they can do than what they can't. Diversity enhances all aspects of life.
All students,can receive counseling by mobile phone +77015953111 / е-mail kamshat11@mail.ru or  video communication in MS Teams.


	INFORMATION ABOUT TEACHING, LEARNING AND ASSESSMENT

	


	

	Point-rating 
letter-based assessment system for accounting of academic achievements
	Assessment methods

	Evaluation
	The digital
equivalent
of points
	Scores, 
% content
	Assessment according to the traditional system
	Criteria-based assessment – the process of correlating the actual achieved learning outcomes with the expected learning outcomes based on clearly defined criteria. Based on formative and summative assessment.
Formative assessment – the type of assessment that is carried out in the course of daily learning activities. It is the current indicator of academic performance. Provides an operational relationship between the student and the teacher. It allows you to determine the student's capabilities, identify difficulties, help in achieving the best results, and timely adjust the educational process for the teacher. The performance of tasks, the activity of work in the audience during lectures, seminars, practical classes (discussions, quizzes, debates, round tables, laboratory work, etc.) is evaluated. Acquired knowledge and competencies are evaluated.
Summative assessment – the type of assessment that is carried out upon completion of the study of the section in accordance with the discipline program. It is conducted 3-4 times per semester when performing IWMS. This is an assessment of the development of expected learning outcomes in relation to descriptors. It allows you to determine and record the level of discipline development over a certain period. Learning outcomes are evaluated.

	A
	4,0
	95-100
	Excellent
	

	A-
	3,67
	90-94
	
	

	B+
	3,33
	85-89
	Good
	

	B
	3,0
	80-84
	
	Formative and summative assessment
	Points % content

	C+
	2,33
	70-74
	
	Working in practical classes
	10

	
	
	
	
	Independent work (Home Task)                                  
	10

	C
	2,0
	65-69
	Satisfactory
	Project and creative activities (IWMS: presentation defense, essay writing)
	20 

	C-
	1,67
	60-64
	
	Written assignments + practical training
	20

	D+
	1,33
	55-59
	
	Final control (written exam)
	40 

	D
	1,0
	50-54
	
	Total
	100

	 FX
	0,5
	25-49
	Unsatisfactory
	
	

	F
	0
	0-24
	
	
	

	
Calendar (schedule) for the implementation of the content of the discipline. Teaching and learning methods.

	A week
	Topic name
	Number of hours
	Max.
mark



	Module 1. Introduction to the Subject: The history of management in Education.

	1
	PC1: Information Security as a Multidisciplinary Field
 Algorithms & Data Structures
Presentation, retelling,discussion.

	2
	5

	
	IW 1. Academic Writing: The Structure of a Research Paper on the platform of open.kaznu.kz. Lecture 1. How to formulate the Title of a research paper. 

	

	1

	2
	PC. 2: .Cryptography as a Foundation of Information Security
Machine Learning / AI
Presentation, retelling,discussion.

	 2
	5

	
	IW 2. 
«How to write the Abstract for a research paper»

	
	1

	
	IWMST 1 . The theme: The history of the computer
	
	

	3
	PC. 3. Cryptography as a Foundation of Information Security 
Computer Systems / Architecture
Presentation, retelling,discussion.

	 2
	5

	
	IW 3. «How to write the Introduction to a research paper»
Presentation, retelling,discussion.
	
	1

	
	IWMS 1. Write an essay on the topic: « Human Factor in Information Security»

	
	20

	4
	PC 4. Information Security Management and Risk Assessment
Networking & Security
Presentation, retelling,discussion.

	2
	5

	
	IW 4. «How to write a Literature Review?»
Retelling.

	
	1

	5
	PC 5. Human Factor in Information Security 
Databases & Big Data
Presentation, retelling,discussion.

	2
	5

	
	IW 5.​ « Information Security as a Multidisciplinary Field »
Discussion.

	
	1

	
	IWMST 2. Consulting  on completed  tasks  
2.  Preparing  an individual presentation on the topic 
«Malware Types and Defense Strategies»

	
	

	Module 2. Stages of the subject

	6
	PC 6. Network Security and Traffic Protection
.Algorithms and Data Structures – Graph Traversal
Presentation, retelling,discussion.

	1
	5

	
	IW 6. « Important problems of motivation, payment, methods of personnel estimation and effectiveness of work »

	
	1

	
	IWMS 2. Defending  the presentation on the topic: «Ten Things To Do Today To Be A Better Manager»

	
	20

	7
	PC 7. Malware Types and Defense Strategies 
Machine Learning – Introduction to Supervised Learning
Presentation, retelling,discussion.

	1
	5

	
	IWMST 3.  Consulting  on completed  tasks  MC 1
	
	

	
	IW 7. AI today
	
	1

	
	Midterm control 1: 
1. Render the text on specialty from English into Russian/Kazakh 
2. Write 6 questions on the content of the text. 
3. Write an essay on the topic: «The role of the AI in the world»

	
	25

	 
	Midterm control 1
	
	100

	8
	PC 8. Authentication and Access Control Mechanisms
Computer Systems – Multithreading

Presentation, retelling,discussion.

	1
	5

	
	IW 8.  Discussion.

	
	

	
	IWMST 4. Principles of Management in Education (discussion)

	
	

	9
	PC 9. . Data Protection and Privacy
Networking – TCP vs UDP
Presentation, retelling,discussion.

	1
	5

	
	IW 9. Conceptual Foundations of Information Security Discussion.

	
	

	
	IWMST 5.  Consulting  on completed  tasks  
Тема: Masters’ program in Kazakhstan and abroad

	
	

	10
	PC 10. Incident Response and Security Monitoring
Databases – NoSQL vs SQL

Presentation, retelling,discussion.

	1
	5

	
	IW 10. «Functions of Education Management»

	
	

	
	IWMS  Write an essay on the topic: «The role of AI in the world »

	
	20

	Module 3. Development stages of the management in education.

	11
	PC 11. Conceptual Foundations of Information Security 
Advanced Algorithms – Dynamic Programming

Presentation, retelling,discussion.

	1
	5

	
	IW 11. Special text: Computer Systems – Multithreading


	
	

	12
	PC 12. Advanced Threat Landscape and Attack Methodologies
Machine Learning – Convolutional Neural Networks
Presentation, retelling,discussion.

	1
	5

	
	IW 12. Special 

	
	

	13
	PC 13. Cryptographic Mechanisms and Trust Models
Computer Systems – Virtualization and Containerization

Presentation, retelling,discussion.

	1
	5

	
	IW13 Principles of Management in Education (Discussion)

	
	

	
	IWMS 4. Тема: : . Cryptographic Mechanisms and Trust Models  Discussion.

	
	20

	14
	PC 14. Risk-Oriented Security Governance and Compliance 
Networking – Software-Defined Networking (SDN
Presentation, retelling,discussion.

	1
	5

	
	IW 14.. Special text: «Principles of Management in Education»
 Presentation, retelling,discussion.

	
	

	15




	PC 15. Human-Centric Security and Cognitive Exploitation
 Databases – Distributed Transactions and CAP Theorem

Presentation, retelling,discussion.

	1
	

	
	IW. 15.  « Computer Systems – Virtualization and Containerization » (Discussion)
	
	

	
	IWMST 6. Consulting  on completed  tasks  MC 2

	
	

	
	MC 2: 
1. Render the text on specialty from English into Russian/Kazakh 
2. Write 6 questions on the content of the text. 
3. Write an essay on the topic «My research work»
	
	25

	Midterm control 2  
	
	100

	Final control (exam) 
	
	100

	TOTAL for course
	
	100














Criteria for evaluating  IWMS based on written assignment
   
	Criteria
	«Excellent» 
20-25 % 
	«Good»
15-20%  
	«Satusfactory»  
10-15%
	«Unsatisfactory»
 0-10%

	Introduction
	The introduction fully reveals the topic of the essay
	The introduction does not fully reveal the topic of the essay
	The introduction is not related to the topic of the essay
	The introductory part of the essay is missing

	The formulation of the thesis
	The thesis is completely related to the topic, formulated clearly and clearly
	The thesis is related to the topic, but it is formulated indistinctly, blurrily.
	The thesis is not related to the topic
	The thesis of the essay is missing

	Argumentation
	The presence of arguments from other sources corresponding to the thesis and confirming the position of the author
	The presence of arguments that do not correspond to the thesis
	The absence of arguments from other sources confirming the author's position
	The complete absence of arguments

	Compositional integrity and consistency
	Originality (interesting clutches, unexpected turns, presentation of the material)
	Композиционная цельность, логичность, последовательность.
	Lack of originality
	Lack of originality, consistency and consistency

	Conclusion
	The conclusion is clearly formulated and linked to the thesis
	The conclusion is not clearly formulated
	The conclusion is not related to the thesis
	There is no output

	Speech culture
	The use of artistic and visual means and stylistic figures, the richness of vocabulary
	Emotionality, vivacity of speech
	There are no expressive language tools
	Vocabulary poverty

	Spelling
	There are no errors, 1 non-rough error is allowed (grammatical or spelling)
	1-3 errors (grammatical or spelling)
	4 mistakes
	More mistakes

	Punctuation
	There are no mistakes, 1 non-rough mistake is allowed
	1-3 mistakes
	4 mistakes
	More mistakes

	Speech mistakes
	There are no speech mistakes
	There are 1-2 speech mistakes
	There are 3-5 speech mistakes
	More mistakes




https://itest.kz/ru/attestation/esse-4156/rekomendacii/lecture/kriterii-ocenivaniya-esse










Criteria for evaluating the presentation of master students in  IWMS


	Criteria
	«Excellent» 
25-30%
	«Good»
20-20%
	«Satusfactory»  
15-20%
	«Unsatisfactory»
0 – 15%

	Compliance of the presentation content with its topic and objectives
	The presentation is fully consistent with the topic and the tasks set.
	The presentation fully corresponds to the topic, but partially corresponds to the tasks set.
	The presentation partially corresponds to the topic.
	The presentation does not correspond to the topic and the tasks set.

	Completeness of the topic disclosure
	The topic is fully disclosed.
	The topic has been disclosed, but some cases of presentation are not fully presented. which requires an addition.
	The topic has not been fully disclosed.
	The topic has not been disclosed at all.

	The ability to combine materials and draw concise conclusions
	The material is integrated, the output is complex, factual and understandable.
	The material is integrated, the actual result is given.
	The material is not fully integrated, the output is not accurate, and it is very long.
	The material is not integrated, there is no output.

	Illustrative design of the presentation
	The quality of the illustrative information is very high.
	The quality of the illustrative information is average.
	The illustration is insufficiently informed.
	There is no illustration at all.

	Preparation of the presentation in accordance with the requirements
	During the preparation of the presentation, the basic requirements were fully met.
	During the preparation of the presentation, the basic requirements were partially met.
	The basic requirements were not met when preparing the presentation.
	Complete inconsistency of the presentation with the requirements.





https://infourok.ru/kriterii-ocenivaniya-prezentacij-sdelannyh-uchashimisya-6459599.html?ysclid=lm3ncbflj2402707683 

                                                            Executer/d. Dean                                                                                                                Dzholdasbekova B.U.
                                                    
                                                  Executer/d. Head of  Department                                                                                     Dosmagambetova D.J.
                                                            
                                                            Chairman of the Academic Committee
                                                      on the Quality of Teaching and Learning                                                             Akkuzova A.A.
                                                           
                                                       Lecturer                                                                                                                   Muldabekova K.T.

